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f 

INTERROGATION REl-'(Y'. or- P: '/ SRAT SCHULZE. 

DATE 0:: INTERROGATI ON: 28/29 May, 1946. 

pr__AC1~ m!' I '.l'J: ROGAT ION: URG. 

. COli-PS.OY!.'1CBR CARRY G 0 I TERROGA.TION: A.JOR G.K. 

(i) 

1.	 General 

Crfl.JT.....zE now 'Harks with No. '10 GEIDfui..N. NEW'S SERVICE at ROTHENBAlThr STR. 
69, F~~URG, Nhich is'run by a BRITISH official, 1tr. MORGAN (Telephone 

No. 555846, Extensio 35). In carrying out the investi ation it WaS 
also fou d necessary to interrogate OBERREGIERUNGSR!\T TlliU~OY on various 
;oi.ts re arding BRITISH ciphers. 

II.	 Detailed Interrogation 

1 • Jrganisation of Abteilung 4 SKL III 

In the whole of L~ S~CL III there were 
in the mi· , _e of 1942 as many a3 1100 pea le engaged. The 
English ciphers section under O~~ TPJu~O~ at this time numbered 
730, S'JHULZE's Amerioan section numbered 52 but was later 
reduced to about 20. General reductions of personnel were 
becoming -:>rogressively larger in 1944 and 1945, as more [Llld 
more of',. 'le personnel were s0nt to the front. SCHULZE also 
lost per80nnel to KORVETTENll~PIT;~T SINGER, of whom more 
later. 

(ii)	 Departrlents. Heact of' III wn.s K.4.PITABN ZUR ,sEE KUPF@. IlIa, 
b, i-and :~'w0re cOic8rned with co-orQinating the results of 
cipher brea:(s, etc. The heads of these sections V'Jere 
rl3spectively .~,·c:;'Gi,:r'l':'::N KAPITAEN VON VOIGT, KOR"VETTEN KA.PITAEN 
HERl,oL'I.IDT, KOR'iC':2T2 FJ...PITLEN BERINGUIER and .AMT~1..T BUiYrlHOLZ. 

(iii)	 Section IIIP. ":'his was controlled by ORR TRLNOVT Vlho Vias 
80ncerned i"lith '::cll researc11 on ENGLISH N.;'i,\TAL Codes C'.n~ Gj;pb.ers. 
T ese tion was sub-divi~ed into 111m, under RR Dr. '1'110 'Il'>. (VI 0 

waB~rcsponsible for FLEET Code, NLV~~ Codo- Subtractor Code, 
l\1ERCHt N:~VY Code, etc). IIIJilli (RR Dr. SCHEURIE - \Terfahren 
STETTrn cmd UU,_,) IIIFq (OBLTN. KOLLYfITZ - LOXO, COFOX, MEDOX, 
etc) • 

SedioD r:~Ir ccntrollcd by KP L ,1. Hl~\~J'_, Cealt entirely with 
RUSSI~. L'-ID.lh..l.~ was 2. German Russian Clnd SCHULZE last saW him 
in t" e PBERS:Tli. "'-:: area. 

Section IIIu controlled by SCHULZE, dealt with research on USh 
-icTAL tr ff'ic, particula.rly on the Hb,GELIN machine, and on ffi.1~ 
anu Sl1 < Dh.C}H tr f fic. 

SccJ-,ion IlIv c,:mtrolll3d by ORR I,R;JTKE. FRtJ\TKE was SCHULZE! s 
prou.eco sor a::J y,.o~d of IIIu, but was apparently replaced by 
S _::Zl:JZ8 ","ne tf') his increasing lack 01" success and new idee.s. 
SectioY:! =Iv n:l "'0'1 y assisted IIIu and 3R-NKE was eventually in 
Decc'lber :9~ o:-otJd to OKH. SCHULZE last saw him in Jcmuary 
1945 aJc .'3BEj\.:.;:,'j"LIT~ and thinks he stayed in BERLlli eSter the 
colIn. S8. 

Please turn over 
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2. 

Work on these systems was carr-led. out uncler the Ii.'; ro-.:L:ion of: TR.l.NOW J 

although SCHULZE from time to t:hue unaol.lbtedly gave some assistanoe. 

( i) Verfahren ULlVi. 1>. new machine cipher began to be intercepted. 
in April 1944. Traffic came from the south and south-east 
coastal areas and was assumed to be convoy traffic. It was 
regarded as one more pointer to the imminent invasion. 

Deviation Percentage and Z-Strip investigations est~blished 

that the machine was neither TY.!?!!DC or HAGELIN. 20 men plus a 
HOLLERITH component worked on the new cipher for six weeks, and 
then gave it up. Other matters at this time were more pressing 
and personnel was too short. 

( .. )
\11 Verfahren TBC. Neither SCHULm nor TRf..NOW lJaG -, too clear as 

to what was meant by TBC, but guessed, reasonably enough, that 
the Tactical Bomber Code was referred to. This code was 
extremely simple, and was real currently. It was eventually 
hanc'Led over to the Lu:FT\IiJ'l!E. No HOLLERITH component, of 
course, was used in bre~king. 

(iii) TYIF~. Quite obviously, the main effort on TYrEX was made 
elsewhere, probablyat OKN/Chio Nevertheless, TRANOW and SCHULZE 
both from time to tbJe investigated its charactoristics, mainly 
bGccuse TYFEX traffic increasingly ~ppeared on NAVAL links. The 
eventual conclusion of 4 SKL III (cxld accord~ng to TRJiliOW, of 
OKH and OKW/Chi ~lso) was that the nystem was unbreakable without 
co.pturing at least some indicators and proba,bly the machine 
itself. A Tl~X machine was capt~ed in 1940 at either BREST 
or DUNKIRR, but without drums, and was therGfore useless. 
TPJ~row mentions that thrJughout researches on TYPEX, messages 
were always too short to enable even hope of a break and the 
nwnber of indicators was extremely le..rge, thus reducing to 
almost nothing the chance of finding two messages on the same 
setting. He Tilentioned two personalities at OKI'T/Chi who were 
regarded as experts on machine systems, and also worked on 
TYFEX, a Dr. lfUETTENHAIN and a Dr. STE:INB[\.CH, 'who_, at the time 
of the collapse, were certainly in the BRITISH Zone. 

3. u.s. SYSt2ffi with Indicator Dt~ 

---_.------
DUPYH was reQdQble shortly after the outbreak of WQr in the P~CIFIC 

for roughly 12 months ~ OYling to the fact that the Japanese capture -
all necessary docUElents and wireJesood all p9..rticulars to GEPclVl1'J'Jr, The 
Elill1inator Tables oovered roughly a year, and when they had run out, 
reading ceased. The content of the messages dealing with events in 
the P1~CIFIC had little r.lore than an acadei:Uc interest, and therefore, 
no eff'or.t was later made to break the system cryptographically. Ln. 
any case, SCHULZE's opinion is thQt it is unbreakable. He points 
out how extremely long it takca both to encipher and decipher. After 
the first information, they never received anything fUrther frow the 
Japrmese. 

4. u•s• Iifl-i.1.CX: Oall-Signs . 

No success was achieveQ on the identification or brealcing of US NAVY 
Call-Signs, and SGGULZE does not think ever could hQve been, although 
it is true that re search Y1QS begun very late with very few people. 

Plea~~ '3 turn over 
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A cho.nging cc.l.l-Sigrl oould be foitlowed frOfl1 day to day, of oourse, 
the internal addresses, such as: TUBA NITE, ete. being of use. 

They were certnin~ considered to be enoiphered on a frequently
 
changing hatted alphabet and figure sequence.
 

5. O().ptured Machines. 

The only captured machine in 4 SKL II! WM the HAGELIN, which 
had been found in DENMARK. SCHULZE .states that he has already been 
interrogated regarding his work and complete success on this 
machine. As stated above, he did a oertain amount of prelil!:tinary 
work on TYFEX and Verfahren tnl1, without success. 

6. KORVETTEN KAPIT.A.EN SINGER. 

SINGER was a mathematician and expert on the ENIGMA machine. In 
the summer of 1944, there was apparently a certain disquiet as to 
the possibility that the British were having some success, although 
nothing definite Was known. SINGER's department was devoted into 
research on the breakability of the Inachine, using si~milar methods 
to SCHULZE's on HAGELIN. The work "as oonsidered sufficiently 
important to rob SCHULZE of some 20 men from his department, muoh 
to his annoyance. SCHULZE does not know what concluflions SINGER 
reached, but in his opinion, if sufficient messages on the same 
setting were intercepted, it was probably breakabl~. 

7. Liaison be~veen different departments~ 

SCHULZE hW. very little infonnation on this, end TRANOY( had very 
little information either. It was apparently a matter of regret 
that departmental jealousies prevented any fruitful co-operation, 
OKW/Chi was generally considered the best department (oertainly 
the most richly provided in personnel), 4 SKL III came next, 
followed by OKH and LUFrVfAFF8 respeotively. 

8. other work carried out by SCHULZE. 

SCHULZE also carried out researches on SWEDISH machine and hand 
systems. He h~d no success with any EWmDISH machines, their 
peculiarity being that cipher letter counts showed the same 
results as normal clear SWEDISH letter counts. He also noticed 
this oocasionally in some of the lesser knovm and lesser used U.S. 
machine ciphers. 

", ..Deviation Percentage (FROZENTUAL2 STREUUNG) 

~._~~ 

Deviation ~rcenta was SOHULZE's method of initial research into 
new L~chine ciphers. At least 30,000 letters were first indexed. 
}O,OOO was the min:ll:iWll number of letters which produced consiS:ent 
results. A percentage of the total for each individual letter was 
then worked out, ,~d the lowest letter percentage was then 
subtracted from the highest letter percentage. The resultant 
percentage was the Deviation Percentage of the particular machine. 
A Deviation Percentage of over 2% indicated an insecure machine. 
The D.P. of HAGELIN, for instance, was from 1.2% to 1.6%, whereas 
that of ENIGMA was from 0.8% to 1.010. Individual letter 
percentage graphs were kept of different machines, and served as 
useful comparisons. 

Please turn over 



PRODuce DA THE NATIONAL ARCHIVES 

4.
 

The Z-Strip L1othod is m~)f =,,*,ho= >:-0.£5"", ,,)n-t :Lor (l.~wU'Y16\li8hing 

various I:lachi1;os one from another. After inclex1ng 30,000 lett0H,'S. 
(see 9 above) tho lettors are placed in order, the highest 
appearance first. Each letter is then enciphered against the 
Z-Strip of a TRITTH8IJ.'v1 Table (see Appendix 1). The Z-Strip was 
chosen because olear Z was by far the most nmnerous letter in 
clear HAGELIN messages. Thus if the letter l~rcentage order on 
a particular ciphcr was QWSXBGT etc., etc., comparison with the 
Z-Strip would givc 

Q ::; Z	 ::: 17 
'It ::; z	 ::;: 23 
S ::; Z ::; 19 ctc. 

It lims 8. characteristic of Hl\.GELIN that the sl~1aller differences, 
such as 2, 3, 4; 5 C3.L1e against letters R to IT, etc. Doviation 
Percentage and ~:',-Strip investigations were the basis of distinction 
ml8. comparison betvveen all codes, machine Gl1d non-machine. SCHULZE 
raentions, in this connection, how the new Vernu~en ULM was shown by 
this system to be distinot from TTIEX, and cormnents that UIM had 
various features in COl;1J1lOn with a SWEDISHmachine on which he had 
once worked. 

t ,11. Jhe A-Strip (A-Leiste)	 \ 

The A-Strip was a method of breaking into H!l.GELIi'J when two different 
messages were enciphered on the same setting. Although the method 
was evolved by SCHULZE h~elf, he states that this seldom happened 
on NAVAL traffic. The .ARMY, however, intcrcepted many such messages, 
and used his system with success. 

Method of Workinr;. In Fig. 1 of l~ppendix 2 are two messages, one 
beginning "RER::iI~3': FDSITION", and one beginning "HMS BA.Rill £I'. Both 
messages are assmned to be enciphered on the same setting, and the 
"clear-cipherll differences are shown in red above. Cipher 1 and 
Cipher 2 indicate the enciphered messages. Using two sliding 
reciprooal alphabets, the cryptographer now prepares 26 vertical 
versions of message 2 on the assumption in each case that each 
letter in message 1 is clear A, clear B, etc. For exwnple, if in 
message 1, cipher J equals clear A9"lfthGTIN equals S, if W equals A, 
then Z equals X, etc., thus building up strip 1 in Fig. 2, under 
letter A9 as KSXNRCI0 9 etc. The succeeding strips are built up on 
similar alphabetical assumptions. Fig. 2 is now cut up into 26 
strip. 

The cryptograph<Jr, using his knowledgc of sta.c"ldard. Elesr;age beginnings, 
such as "YOUR, ~Lf., lillJ.?fi'J:lli'NCE, REr-DRT, REQUES'l', Hl{S" etc. arranges the 
strips II stairciJ.:'le-wise" (treppenartig), the top letter of each strip 
representing til,] letters of a clear message. He then looks in the 
body of the stj.'ips horizontally lor the elements of a clear word, which 
would repres~nt the seoond message. In the example given in Fig. 3, 
illWS produces REP in the body of the strips. This is obviously REPORT, 
and by piecing the missing ORT from other strips thereto, he produces 
BAR at the top. Knowing of a ship B~l, he is then able to add 
strips HA.:r.'I, thus giving him the letters FOS next to REPORT in the body 
of the strips. Continuing in this manner, the two messages gradually 
emerge. 

12.	 Machine Systems OTTO, SOPHIE, K~L, PAUL, RICHJL~ and hand systems 
SASSNITZ, HGA, SEDER, ZBB, FF'F, FFFF vvere all SWEDISH systems. 

Please insert: then in message 2~ cipher Z equals clear K, if 
F equaJ_s A, 

Pleas e turn aver 
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13. Conclusion. 

SGHULZEls main successes were on the BRITISH NAVAL subtractor 
Code, using a fixed book of subtractor tables for a oonsiderable 
time (SCHULZE refers to this book as a WURM), and on the HAGELnr 
machine. He states he has already been exhaustively
 
interrogated on these systems.
 

Quite obviously, no really intensive work was carried out by 
4- SKL IlIon any other machine systems, although from time to time, 
inefteotua;l attempts were made on TYPEX, UIM,eto. and on SWEDISH 
machines. HUETTENHAIN and STEINBACH know more· about maohine 
ciphers other than HAGELIN than either SCHULZE or TRANOW. There 
was, incidenta~ly, a HOLLERITH component at 4- SKL III. The 
HOLLERITH machine is apparently made under license in GERMANY. 

SCHULZE is an intelligent man of 4-4- years of age, who appears 
to have quite an original mind, although no highly trained formal 
matheIn3.tician. Like so many other German oryptographers, he 
would undoubtedly be delighted to continue in some form or 
another his cryptographic activities. 

On the question of liaison with other departments, of which 
field both SCHULZE and TRANOW seemed able to say so little, no 
doubt KU'PFER,. .. who was head of the Whole department, would mow 
I:1ore. He was away at the time of my visit to HAMBURG, and I 
was unable to see him~ According to SCHULZE, however J his 
aotivi ties were rurely organ~tional and he is no technician. 

22nd June,. 1946. 

Appendices 1 and 2 attached. 
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